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I Electronic Blackmail in Yemen: A Digital Weapon Exploiting State Fragility

Cybersecurity has become an inseparable part of national security and stability, as the
digital realm now encompasses communications, administration, services, and vital
data. With the growing reliance on digital services, the potential risks from technical
vulnerabilities and the absence of institutional protection are rising. In Yemen,
cybersecurity is constrained by limited technical infrastructure and weak institutional
frameworks governing data access. Those who control the telecommunications sector
can regulate information flows, monitor individuals, and direct public discourse, turning
«digdital infrastructure» into a tool of control rather than a mere technical service. This
makes implementing cybersecurity a complex issue, as technical factors intersect with
institutional structures and societal norms. In the meantime, the lack of legislation,
enforcement, and digital protections leaves many at risk of exploitation, particularly
Yemeni women.

Data from the Digital 2024 - Yemen report, an annual report that compiles didital
data on internet usage and social media trends worldwide, and from Internet Society
Pulse, a non-profit platform that aggregates data from reliable sources, highlight the
limitations and underdevelopment of Yemen'’s digital infrastructure. The Digital 2024
report estimated that internet users numbered approximately 6.16 million, 17.7 percent
of the total population, while active mobile connections reached nearly 20.83 million,
representing 59.8 percent. The number of social media users was 3.6 million, or 10.3
percent of the population. Mobile networks remain the primary means of internet access,
and the didital divide among segments of Yemeni society persists, reflecting the fragility
of the communication infrastructure and the limited reach of modern digital services.
Connectivity is treated by users as a scarce resource that requires careful management.
Internet use is tied to periods when the network and power are available, and most rely
on low-cost Android smartphones, which account for the majority of smart devices in
Yemen.

The weak institutional structures in Yemen have given rise to local initiatives. Small
technical support networks have been established in neighborhoods and shops, where
maintenance and app cloning are conducted informally. Over time, these activities have
givenrise to a social-digital system based on expertise and practical knowledge, alongside
attempts to develop electronic payment services and simple digital transactions. However,
these practices open the door wide to cyber risks, as they prioritize low costs over security
and grant access to personal data that can be exploited, including for digital blackmail
and fraud.



https://datareportal.com/reports/digital-2024-yemen
https://datareportal.com/reports/digital-2024-yemen
https://pulse.internetsociety.org/en/reports/YE/
https://pulse.internetsociety.org/en/reports/YE/

I Electronic Blackmail in Yemen: A Digital Weapon Exploiting State Fragility

Data from Digital 2024 and a special Reuters report indicate a digital gender gap; Yemeni
males constitute the vast majority of internet and social media users. Women make up
just 13 percent of Facebook users in the country. This disparity reflects a set of economic,
social, and knowledge constraints that limit women’s access to technology. The high cost
of devices and connectivity, a lack of technical skills, and cultural restrictions on internet
use lead to cumulative digital marginalization.

Yet women are increasingly the victims of cybercrime. Digital loopholes are exploited
to create one of the most dangerous and complex forms of gender-based violence,
as criminals manipulate societal norms to carry out electronic blackmail and online
harassment. Personal photos and information are exploited in threatening practices that
damage reputationandsocial standing. Yemenisociety places the burden of “family honor”
on women. Any breach of privacy, even if accidental or the result of a hack, becomes a
source of social punishment and isolation. Consequently, the threat of publishing photos
or personal conversations is often an effective means of silencing victims, given a deep-
seated fear of reputational damage.

Social and educational constraints exacerbate the problem. Many Yemeni women lack
access to secure personal devices and the digital skills and equitable education needed
to use them safely. The gap is not only a technical one; reliance on local intermediaries
or informal maintenance shops, combined with restrictions on women’s freedom of
movement and ability to seek help directly, increases their susceptibility to exploitation
and turns privacy violations into mechanisms of social and financial pressure.

Another challenge is Yemen's weak cybersecurity: the country lacks a national
cybersecurity strategy, legislation to protect personal data, or laws to combat cybercrime.
This legislative vacuum leaves individuals and institutions exposed to data breaches,
ransomware attacks, and digital surveillance activities. The weakness of the justice system
and the failure of existing laws to adapt to the nature of digital crimes allow perpetrators
to escape punishment, making victims, particularly women, even more vulnerable. Often,
these cases are handled through the prism of protecting honor rather than protecting
rights, allowing perpetrators to escape punishment while victims are punished with
stigma and blame. In the absence of specialized cybersecurity agencies or technical
and legal support centers, Yemeni women remain exposed to a predatory digital space
where blackmail is entrenched as a tool of social and economic oppression. The lack of
legal frameworks for governance and an institution to monitor violations and prosecute
offenders has turned the digital realm in Yemen into an open space for blackmail and
surveillance, with the government unwilling or unable to protect its citizens.



https://www.reuters.com/article/business/media-telecom/feature-internet-woes-shatter-young-yemenis-dreams-of-startups-and-studies-idUSL5N2V61S2/
https://www.amnesty.org/en/latest/news/2024/11/yemen-authorities-and-meta-must-address-online-gender-based-violence/
https://www.business-humanrights.org/en/latest-news/yemen-women-and-female-activists-targeted-through-cybercrimes-and-online-blackmail-campaigns/
https://www.arab-reform.net/publication/cybercrime-against-women-in-yemen-legal-frameworks-and-social-change/
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In a conflict-affected state like Yemen, with weak political stability or institutional capacity,
alternative approaches may be necessary. Digital literacy could be strengthened to protect
citizens, with support from informal education, community initiatives, media, and civil
society organizations. Public discussions could be held about digital privacy and dignity
as rights in themselves. With sufficient engagement, the normalization of digital violence
can be curbed, even in the absence of legislative frameworks. But until the government
implements substantial reforms to strengthen cybersecurity, Yemeni society will be left
to face escalating digital risks, with few tools to fight them.
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